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Algebrai degree of a vetorial funtion F : F
n
2 → F

n
2

Example (ANF of a permutation F of F4
2)

(y0, y1, y2, y3) = F (x0, x1, x2, x3)

y0 = x0x2 + x1 + x2 + x3

y1 = x0x1x2 + x0x1x3 + x0x2x3 + x1x2 + x0x3 + x2x3 + x0 + x2

y2 = x0x1x3 + x0x2x3 + x1x2 + x1x3 + x2x3 + x0 + x1 + x3

y3 = x0x1x2 + x1x3 + x0 + x1 + x2 + 1.

The algebrai degree of F is 3.

2 / 43



Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

Iterated permutations

Most of the symmetri onstrutions (hash funtions, blok iphers)

are based on a permutation iterated a high number of times.

Important to estimate the algebrai degree of

suh iterated permutations.

Funtions with a low degree are vulnerable to:

•
Algebrai attaks

•
Higher-order di�erential attaks and distinguishers

•
Cube attaks
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Higher-order derivatives

Let F : Fn
2 → Fm

2 .

Derivative of F at a ∈ Fn
2 : Da(x) = F (x)⊕ F (x+ a).

De�nition. For any k-dimensional subspae V of Fn
2 , the k-th

order derivative of F with respet to V is the funtion de�ned by

DV F (x) = Da1 . . . Dak(x) =
⊕

v∈V

F (x+v), for every x ∈ Fn
2 .

where (a1, . . . , ak) is a basis of V .

Example: (k = 2, V = 〈a, b〉)

DV (x) = DaDb(x) = Da(F (x) ⊕ F (x+ b))

= F (x)⊕ F (x+ a)⊕ F (x+ b)⊕ F (x+ a+ b)
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Higher-order di�erential ryptanalysis

Introdued by Knudsen in 1994. Based on the following properties:

Let F : Fn
2 → Fm

2 of degree d.

Proposition. For every a ∈ Fn
2 we have

DaF ≤ d− 1.

Proposition. [Lai 94℄ For every V ⊂ Fn
2 , with dimV > d

DV (x) = 0, for every x ∈ Fn
2 .
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The KN ipher [Knudsen � Nyberg 95℄

6-round Feistel ipher

• E : F32
2 → F33

2 linear

• T : F33
2 → F32

2 linear

• ki: 33-bit subkey

• S : x 7→ x3 over F33
2

Algebrai degree of S: 2

ST E

ki

xi−1 yi−1

xi yi
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Higher-order di�erential attak on KN
[Jakobsen � Knudsen 97℄

y0(x) = c

y1(x) = x+ Fk1(c) := x+ c′

y2(x) = Fk2(x+ c′) + c

y3(x) = Fk3(Fk2(x+ c′) + c) + x+ c′

y4(x) = Fk4(Fk3(Fk2(x+ c′) + c) + x+ c′)

+ Fk2(x+ c′) + c

G = Fk4 ◦ Fk3 ◦ Fk2 .

deg(G) ≤ 23
Fk6

Fk1

Fk2

Fk3

Fk4

Fk5

d = 1

d = 2

d = 4

d = 8

y4

x6 y6

x0 = x y0 = c
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If V ⊂ F32
2 with dim(V ) = 9, then:

DV y4(x) = 0, for all x ∈ F32
2 .

By de�nition:

⊕

v∈V

y4(v + w) = 0, for all w ∈ F32
2 . (1)

We an see that:

x6(x) = Fk6(y6(x)) + y4(x),

and by inverting the terms:

y4(x) = x6(x) + Fk6(y6(x)). (2)
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Key reovery

By ombining equations (1) and (2), we obtain the

attak equation:

⊕

v∈V

Fk6(y6(v + w)) +
⊕

v∈V

x6(v + w) = 0.

The right subkey k6 is the one for whih the equation is veri�ed.

Complexity of the attak:

•
Data Complexity: 29 plaintexts.

•
Time Complexity: 233+8

.

Distinguisher for 4 and 5 rounds with data omplexity 25 and 29

respetively.

9 / 43



Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

SHA-3 [Bertoni � Daemen � Peeters � VanAsshe 08℄

Sponge onstrution

Keak-f Permutation

• 1600-bit state, seen as a 3-dimensional

5× 5× 64 matrix

• 24 rounds R

•
Nonlinear layer: 320 parallel appliations

of a 5× 5 S-box χ

• degχ = 2, degχ−1 = 3
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A trivial bound

Proposition: Let F be a funtion from Fn
2 into Fn

2 and G a

funtion from Fn
2 into Fm

2 . Then

deg(G ◦F ) ≤ deg(G) deg(F ).

Example: Round funtion R of AES is of degree 7. Then

deg(R2) = deg(R◦R) ≤ 72 = 49.
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A bound based on the Walsh spetrum

[Canteaut � Videau '02℄

De�nition (Walsh spetrum of F : Fn
2 → Fn

2 )

{F(ϕb ◦ F + ϕα) =
∑

x∈Fn
2

(−1)b·F (x)+a·x, a, b ∈ Fn
2 , b 6= 0}.

Theorem: If all the values in the Walsh spetrum of F are divisible

by 2ℓ, then for every G : Fn
2 → Fn

2

deg(G ◦F ) ≤ n− ℓ+deg(G).
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Appliation to SHA-3

It an be omputed that:

•
The Walsh spetra of χ and χ−1

are divisible by 23.

As there are 320 parallel appliations of χ in a round we have:

•
The Walsh spetra of R and R−1

are divisible by 23·320 = 2960.

Bound for the degree of R−7

deg(R−7) = deg(R−6 ◦R−1) ≤ 1600−960+deg(R−6) ≤ 1369.
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Appliation to SHA-3

It an be omputed that:

•
The Walsh spetra of χ and χ−1

are divisible by 23.

As there are 320 parallel appliations of χ in a round we have:

•
The Walsh spetra of R and R−1

are divisible by 23·320 = 2960.

Bound for the degree of R−7

deg(R−7) = deg(R−6 ◦R−1) ≤ 1600−960+deg(R−6) ≤ 1369.

deg(R7) ≤ min(1599, 2187)
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Substitution Permutation Networks

S S S S S S

Linear Layer

S S S S S S

Linear Layer

S S S S S S

Linear Layer

How to estimate the evolution of the

degree of suh onstrutions?
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x0 x1 x3 x4 x5 x6 x6 x7 x8 x9 x10x11 x12x13x14x15

S1 S2 S3 S4

y0 y1 y2 y3 y4 y5 y6 y7 y8 y9 y10 y11 y12 y13 y14 y15

After several rounds, all oordinates an be expressed as a sum of

monomials.

Eah monomial is a produt of variables in X = {x0, . . . , x15}.
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x0 x1 x3 x4 x5 x6 x6 x7 x8 x9 x10x11 x12x13x14x15

S1 S2 S3 S4

y0 y1 y2 y3 y4 y5 y6 y7 y8 y9 y10 y11 y12 y13 y14 y15

After several rounds, all oordinates an be expressed as a sum of

monomials.

Eah monomial is a produt of variables in Y = {y0, . . . , y15}.

The oordinates y0 − y3 are outputs of the same Sbox (equally for

the others).

What is the onsequene on the degree of the produt ?
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The notion of δk

De�nition : For a permutation S de�ne δk(S) as the maximum

degree of the produt of k oordinates of S.

→ δ1(S) := algebrai degree of S

Example:

degS = 3

S

k δk
1 3
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The notion of δk

De�nition : For a permutation S de�ne δk(S) as the maximum

degree of the produt of k oordinates of S.

→ δ1(S) := algebrai degree of S

Example:

degS = 3

S

k δk
1 3

2 3

3 3

4 4

S permutation of Fn
2 :

δk(S) = n i� k = n.
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Example: Produt of 6 oordinates.

S1 S2 S3 S4

y0 y1 y2 y3 y4 y5 y6 y7 y8 y9 y10 y11 y12 y13 y14 y15

π = y0y1y3y8y9y10.

deg(π) ≤ δ3(S1) + δ3(S3) = 6.

20 / 43



Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

Example: Produt of 6 oordinates.

S1 S2 S3 S4

y0 y1 y2 y3 y4 y5 y6 y7 y8 y9 y10 y11 y12 y13 y14 y15

π = y0y5y8y10y13y15.

deg(π) ≤ δ1(S1) + δ1(S2) + δ2(S3) + δ2(S4) = 12.

The degree of the produt is relatively low if many

oordinates oming from the same Sbox are involved!!!
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Towards the bound

S S S S

Find the maximal degree of the produt π of d outputs.

xi = # Sboxes for whih exatly i oordinates are involved in π.
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Towards the bound

S S S S

Find the maximal degree of the produt π of d outputs.

xi = # Sboxes for whih exatly i oordinates are involved in π.

Example (d = 13)

• x4 = 1, x3 = 3:

deg(π) ≤ δ3x3+δ4x4 = 3 ·3+4 ·1 = 13.
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Towards the bound

S S S S

Find the maximal degree of the produt π of d outputs.

xi = # Sboxes for whih exatly i oordinates are involved in π.

Example (d = 13)

• x4 = 2, x3 = 1, x2 = 1:

deg(π) ≤ δ2x2+δ3x3+δ4x4 = 3 ·1+3 ·1+4 ·2 = 14.
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Towards the bound

S S S S

Find the maximal degree of the produt π of d outputs.

xi = # Sboxes for whih exatly i oordinates are involved in π.

Example (d = 13)

• x4 = 3, x1 = 1:

deg(π) ≤ δ1x1+δ4x4 = 3 ·1+4 ·3 = 15.
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Towards the bound

S S S S

Find the maximal degree of the produt π of d outputs.

xi = # Sboxes for whih exatly i oordinates are involved in π.

deg(π) ≤ max
(x1,x2,x3,x4)

(δ1x1 + δ2x2 + δ3x3 + δ4x4)

with x1 + 2x2 + 3x3 + 4x4 = d.
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d x4 x3 x2 x1 deg(π)

16 4 - - - 16

15 3 1 - - 15

14 3 - 1 - 15

13 3 - - 1 15

12 2 1 - 1 14

11 2 - 1 1 14

10 2 - - 2 14

9 1 1 - 2 13

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

16− deg(π) ≥
16− d

3
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d x4 x3 x2 x1 deg(π)

16 4 - - - 16

15 3 1 - - 15

14 3 - 1 - 15

13 3 - - 1 15

12 2 1 - 1 14

11 2 - 1 1 14

10 2 - - 2 14

9 1 1 - 2 13

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

deg(π) ≤ 16−
16− d

3
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A bound on the degree of SPN onstrutions

[Boura � Canteaut � De Cannière - FSE 2011℄

Theorem. Let F be a funtion from Fn
2 into Fn

2 orresponding to

the parallel appliation of an Sbox, S, de�ned over Fn0

2 .

Then, for any G from Fn
2 into Fℓ

2, we have

deg(G ◦ F ) ≤ n−
n− degG

γ(S)
,

where

γ(S) = max
1≤i≤n0−1

n0 − i

n0 − δi
.
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Appliation to SHA-3

Non-linear layer: Parallel appliation of a 5× 5 Sbox χ, with

deg(χ) = 2.

γ(χ) = max
1≤k≤4

5− k

5− δk(χ)

k 1 2 3 4 5

δk 2 4 4 4 5

γ(χ) = max

(
4

3
,
3

1
,
2

1
,
1

1

)
= 3

We dedue

deg(G ◦ F ) ≤ 1600 −
1600 − deg(G)

3
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R: Round funtion of Keak-f

For r = 11, . . . , 16 :

deg(Rr) ≤ 1600 −
1600 − deg(Rr−1)

3

Example : r = 11

deg(R11) ≤ 1600 −
1600 − deg(R10)

3

= 1600 −
1600 − 1024

3
= 1408.

r deg(Rr)

1 2

2 4

3 8

4 16

5 32

6 64

7 128

8 256

9 512

10 1024

11 1408

12 1536

13 1578

14 1592

15 1597

16 1599
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SPN Bound vs. Trivial Bound
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Appliation to AES

One round:

MC ◦ SR ◦ SB ◦ AK.

• AK: AddRoundKey

• SB: SubBytes (Sboxes of degree 7)

• SR: ShiftRows

• MC: MixColumns
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The Super Sbox tehnique

Two rounds:

R2 = MC ◦ SR ◦ SB ◦ AK ◦ MC ◦ SR ◦ SB ◦ AK.

Equivalently:

R2 = MC ◦ SR ◦ SB ◦ AK ◦ MC ◦ SB ◦ SR ◦ AK.

Denote:

SuperSbox = SB ◦ AK ◦ MC ◦ SB.

Then:

R2 = MC ◦ SR ◦ SuperSbox ◦ SR ◦ AK.
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Bound on up to 4 rounds

SuperSbox: F32
2 → F32

2 : Two non-linear layers omposed of

Sboxes of degree 7, separated by a linear layer.

deg(SuperSbox) ≤ 32−
32− 7

7
≤ 28.

(Trivial Bound: deg(R2) ≤ 72 = 49 !!!)

Bound for r rounds:

deg(Rr) = deg(Rr−1 ◦R) ≤ 128−
128 − deg(Rr−1)

7
.

• r = 3: deg(R3) ≤ 113

• r = 4: deg(R4) ≤ 125
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Exerie (JH hash funtion [Wu 08℄)

42 rounds of a 1024-bit permutation R

S: Permutation over F4
2 of degree 3.

What is the degree after 2 rounds?
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An observation on SHA-3

χ−1(x0, . . . , x4) = (x0 + x2 + x4 + x1x2 + x1x4 + x3x4 + x1x3x4,

x0 + x1 + x3 + x0x2 + x0x4 + x2x3 + x0x2x4,

x1 + x2 + x4 + x0x1 + x1x3 + x3x4 + x0x1x3,

x0 + x2 + x3 + x0x4 + x1x2 + x2x4 + x1x2x4,

x1 + x3 + x4 + x0x1 + x0x3 + x2x3 + x0x2x3).

Observation of [Duan�Lai 11℄: δ2(χ
−1) = 3.
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An interesting property

Question: Is δ2(χ
−1) related to deg(χ)?
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An interesting property

Question: Is δ2(χ
−1) related to deg(χ)?

Theorem: Let F be a permutation on Fn
2 . Then, for any

integers k and ℓ,

δℓ(F ) < n− k if and only if δk(F
−1) < n− ℓ.
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Proof: We show that if

δℓ(F
−1) < n− k then δk(F ) < n− ℓ.

Let π(x) =
∏

i∈K Fi(x), with |K| = k. The oe�ient a of∏
j 6∈L xj in the ANF of π for |L| = ℓ,

a =
∑

x∈Fn
2

xj=0,j∈L

π(x) mod 2

= #{x ∈ F
n
2 : xj = 0, j ∈ L and Fi(x) = 1, i ∈ K} mod 2

= #{y ∈ F
n
2 : yi = 1, i ∈ K and F−1

j (y) = 0, j ∈ L} mod 2

= #{y ∈ F
n
2 : yi = 1, i ∈ K and

∏

j∈L

(1 + F−1
j (y)) = 1} mod 2

= 0

sine, deg
∏

j∈L(1 + F−1
j (y)) < n− k.
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Appliation to SHA-3

Corollary: Let F be a permutation on Fn
2 . Then, for any

integer ℓ

δℓ(F ) < n− 1 if and only if deg(F−1) < n− ℓ.

Case of SHA-3: For F = χ−1
and ℓ = 2,

δ2(χ
−1) < 5− 1 i� deg(χ) < 5− 2
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A new bound on the degree

[Boura � Canteaut IEEE-IT 13℄

Corollary: Let F be a permutation of Fn
2 and let G be a

funtion from Fn
2 into Fm

2 . Then, we have

deg(G ◦ F ) < n−
⌊n− 1− degG

deg(F−1)

⌋
.
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Consequene on the bound on SPN onstrutions

Reall the bound:

deg(G ◦ F ) ≤ n−
n− deg(G)

γ(S)
,

where

γ(S) = max
1≤i≤n0−1

n0 − i

n0 − δi(S).

We an show that

γ(S) ≤ max

(
n0 − 1

n0 − degS
,
n0

2
− 1,deg S−1

)
.

For the inverse of Keak-f :

γ(χ−1) ≤ 2
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Bound on the degree of the inverse of Keak-f
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Appliation to KN

Higher-order di�erential attak due to the low degree of the round

permutation.

How to �repair� the ipher?

[Nyberg 93℄:

Replae S by the inverse of a quadrati

permutation.

•
The quadrati permutation and its inverse will have the

same properties regarding di�erential and linear attaks.

•
The quadrati permutation is not involved neither in the

enryption, nor in the deryption.

39 / 43



Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

The KN ′
ipher

σ̃ : F8
2 → F8

2

x 7→ t ◦ σ (e(x)))

e : F8
2 → F9

2 a�ne expansion

t : F9
2 → F8

2 trunation

x : σ(x) = x171 (the inverse of x3

over F29)

deg(S̃) = 5

L′ L

ki

xi−1 yi−1

xi yi

σ

σ

σ

σ

e

e

e

e

t

t

t

t

S̃

σ̃

F32
2 × F32

2 → F32
2 × F32

2

(x, y) 7→ (y, x+ L′ ◦ S̃ (L(x) + ki))
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Attaking KN ′

Jakobsen-Knudsen attak:

deg(y4) ≤ 5× 5× 5
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Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

Attaking KN ′

Jakobsen-Knudsen attak:

deg(y4) ≤ 5× 5× 5

unfeasible

Set,

Fk(x) = L′ ◦ S̃ (L(x) + k) .

Then,

y0 = c

y1 = x+ Fk1(y0) := x+ c′

y2 = Fk2

(
x+ c′

)
+ c

y3 = Fk3

(
Fk2

(
x+ c′

)
+ c′

)
+ x+ c′

y4 = y2 + Fk4(y3)
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Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

Appliation of the new bound

y4 + y2 = G ◦ S(x)

Using the bound with the inverse :

deg(G ◦ S) < 36−
⌊35− deg(G)

2

⌋
,

From a previous Corollary: (deg(G) ≤ 22), thus

deg(y4) ≤ deg(G ◦ S) ≤ 29
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Appliation of the new bound

y4 + y2 = G ◦ S(x)

Using the bound with the inverse :

deg(G ◦ S) < 36−
⌊35− deg(G)

2

⌋
,

From a previous Corollary: (deg(G) ≤ 22), thus

deg(y4) ≤ deg(G ◦ S) ≤ 29

Distinguisher on 5 rounds of KN ′
with data omplexity 230

that improves the generi distinguisher.
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Some �rst bounds on the degree A bound on the degree of SPN onstrutions In�uene of the inverse permutation

Generalization to balaned funtions (not permutations)

DES: Eight di�erent 6× 4 Sboxes.

Can the bound be generalized to balaned funtions

from Fn
2 to Fm

2 , with m < n?
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Generalization to balaned funtions (not permutations)

DES: Eight di�erent 6× 4 Sboxes.

Can the bound be generalized to balaned funtions

from Fn
2 to Fm

2 , with m < n?

Corollary: Let F be a balaned funtion from Fn
2 into Fm

2

and G be a funtion from Fm
2 into Fk

2. For any permutation

F ∗
expanding F , we have

deg(G ◦ F ) < n−
⌊n− 1− degG

deg(F ∗−1)

⌋
.
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